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TIN CANH BAO

- Canh béao: Botnet Mozi tiép tuc nham muc
tiéu dén bo dinh tuyén cua cac hang Netgear,
Huawei va ZTE

- Chién dich tan cong APT: Nhom tan cong
APT InkySquid khai thac céc 15 hong trong
trinh duyét web dé phét tan phan mém doc hai

PIEM YEU, LO HONG

- 396 156 hong duoc cdng b va cap nhat.

- 07 15 hong, nhém 156 hong trén cac san
pham/dich vy phé bién tai Viét Nam.

SO LIEU, THONG KE

- Tan cong DRDoS

- Tan céng Web @
- Tan c6ng hra dao nguoi ding Viét Nam

Tai liéu lwu trir:

Chuyén myc Béao cao dinh ky tai dia chi:

https://service.khonggianmang.vn




TIN CANH BAO

Canh bao: Botnet Mozi tiép tuc
nham muc tiéu dén bo dinh tuyén
cua cac hang Netgear, Huawei va

ZTE

Botnet Mozi dugc biét dén 1a mot
botnet chuy@n nhim muc tiéu dén cac thiét
bi 10T. Gan day, cac chuyén gia bao mat da
phat hién botnet nay con cé thé duy tri dugc
su ton tai trén bo dinh tuyén cua cac hang
Netgear, Huawei va ZTE.

Cac cong mang 1a muc tiéu dic biét
hap dan dbi véi cac dbi tuong tan cong vi
chiing c6 thé tro thanh diém truy cap ban dau
vao cac mang caa doanh nghiép. Bang céch
lay nhiém vao céc bo dinh tuyén, doi tuong
tan céng co thé thuc hién cac cudc tan cong
man-in-the-middle (MITM) thong qua xam
nhap HTTP va DNS gia mao, xdm nhap cac
thiét bi dau cudi va trién khai ransomware
hoac gay ra su c6 mat an toan thong tin trong
cac hé théng van hanh. Mozi da dugc nang
cap dé hd trg cac lénh méi cho phép phan
mém doc hai chiém quyén diéu khién cac
phién HTTP va thuc hién gia mao DNS dé
chuyén hudng luu luong truy cap dén mién
do keé tan cong kiém soat.

Mot phan tich X-Force cua IBM
dugc cong bd vao thang 9 nam 2020 da cong
b rang Mozi chiém gan 90% luu lugng truy
cap mang IoT dugc quan sat tir thang 10 nam
2019 dén thang 6 nim 2020, cho thay rang
cac tac nhan de doa dang ngay cang khai
thac céc thiét bi IoT dé mé rong pham vi tan
cong. Theo danh gia so bd tir cac chuyén gia
bao mat it nhat 24 qubc gia da bi nham muyc
tiéu, trong d6 dan dau 1a Bulgaria va An Do.

Céc doanh nghiép va nguoi dung su
dung bo dinh tuyén Netgear, Huawei va ZTE
nén bao mat thiét bi bang mat khau manh va
thuong xuyén cap nhat phién ban.

Nquén: https://thehackernews.com/2021/08/mozi-iot-botnet-now-also-targets.html?&web view=true
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TIN CANH BAO

Nhém tan cong APT
InkySquid khai thac
cac lo hdong trong

trinh duyét web dé
phat tan phan mém
doc hai

Nhom nay da sir dung cach khai thac
nay ké tir nim 2020 trong cac cudc tin cdng
vao trinh duyét Internet Explorer dé tai xuéng
mi Javascrip doc hai thuong duoc an bén
trong ma hop phap.

Theo céc nha nghién ctru bao mat, vao
thang 4 nam 2021 da phat hién ma doc hai
duoc tai qua ww.dailynk.com toi cac mién
phu cua jquery.services, tir d6 cac ddi tuong
tan cong co thé luu trir cac phan mém doc hai
méi. C6 2 URL d6c hai da duogc tim thay 1a:

*  hxxps://www.dailynk[.Jcom/wp-
includes/js/jquery/jquery.min.js?ver=3.5.1

»  hxxps://www.dailynk[.]Jcom/wp-
includes/js/jquery/jquery-
migrate.min.js?ver=3.3.2

Céc 16 hong bao mat ma nhém nay
da khai thic bao géom: CVE-2021-1380
(diém CVSS: 7.5), CVE-2021-26411 (diém
CVSS: 8.8): 16 hong ton tai trong Internet
Explorer.

Dit liéu ma d6i twong tan cong thu
thap duoc cd thé 1a thong tin ngudi dung,
tén may, phién ban hé didu hanh, dia chi
IP,....

Nguén: https://gbhackers.com/north-korean-hacker-group-uses-browser-exploits/?web view=true
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Nguy cg tan cong mang tir

diém yéu, lo hong

Trong tuan, c&c to chirc qudc té da cong
b va cap nhat it nhat 396 16 hong, trong d6 co
03 16 hong mac cao, 05 16 hong mac trung
binh, 02 16 hdng muc thap va 386 15 hong chua
danh gia. Trong dé co it nhat 50 15 hong cho
phép chén va thuc thi ma Iénh.

Hé thdng ky thuat caa Cuc ATTT cha Mgt sé 16 héng trén cac sdn pham/dich Vyﬂ
dong ra quét trén khdng gian mang Viét Nam, phé bién tai Vit Nam:
danh gia, thong ke cho thay c6 07 16 - Adobe: CVE-2021-35988, CVE-2021-35986, ..
hong/nhom lo hong trén cac san pham, dich vu - WordPress: CVE-2021-24540, CVE-2021-24534, ..
CNTT pho bien, co thé gay anh huong lon dén _ Google: CVE-2021-37690, CVE-2021-0579, ...

nguoi ding ¢ Viét Nam: Nhom 42 16 hong
trong phan mém Adobe, Nhém 41 16 héng
trong cac Wordpress Plugin, Nném 20 15 hong
trong phan mém Google, Nhém 11 15 hong _
ohin mém Mozilla, Nhom 11 13 héng trong ﬂo: CVE-2021-34730, CVE-2021-34715, ... J
Mediatek, Nhém 10 16 hdng trong cac san

pham cua Dell, Nhém 06 15 hong trong thiét bi

Cisco. Thong tin chi tiét vé mot s6 16 hong trén

cac san pham/dich vu pho bién tai Viét Nam cu

thé nhu sau:

- Mozilla: CVE-2021-29990, CVE-2021-29983, ...
- Mediatek: CVE-2021-0626, CVE-2021-0408, ...
- Dell: CVE-2021-21594, CVE-2021-36280,...



Théng tin diém yéu,
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hong
San .y ,
TT| pham/ Ma 16i quoc té M0 ta ngin Ghi chd
dich vu
o1 Nhém 42 16 hong trong phan mém|
CVE-2021-35988 | johe (Acrobat Reader DC ) cho phép | Pé c6 thong tin
CVE-2021-35986 £ P R N . ] RN
1 Adobe doi twong tan cong thu thap thong tin, | Xac nhanva
CVE-2021-35985 | .z . NPV S5 .
tan cong tir choi dich vy, thuc thi ma tay ban va

y.

2 | WordPress

CVE-2021-24540
CVE-2021-24534
CVE-2021-24380

Nhom 41 156 héng trong cac Wordpress
Plugin ~ (Wonder  Video  Embed
WordPress plugin,...) cho phép doi
twong tan cbng thuc hién tan cong
Stored XSS, Reflected XSS.

ba co théng tin
xac nhan va
ban va

CVE-2021-37690
CVE-2021-0579

Nhém 20 15 héng trong phan mém
Google (TensorFlow, Google- Android)

ba c6 thong tin

soat thiét bi.

ac nhan va
8 Google CVE-2021-0584 | cho phép ddi twong tan cong thu thap X b e ,V
thong tin, leo thang dic quyén. anva
CVE 201.29083 | Mol (;l:'l fIS h?rr:g d pgér;) méhm D2 ¢ thong tin
: -2021- ozilla (Firefox underbird)  cho AR U
. P N ac nhan va
4 | Mozilla | ~VE 2021-29984 | phép déi trong tin cong thu thap thong | 0 v
tin, thuc thi ma tdy y. anva
Ve S0t 008 | Pyt o e | B €6 thng tn
. - - phep doi tugng tan cong thu thap thong 4c nhan va
5 | Mediatek | ~\/F 50210407 | tin, leo thang dic quyen, tn cong tirchdi | oo eV
: ban va
dich vu.
Nhom 10 15 hong trong céc san pham
CVE-2021-21594 | . Dell (PowerScale OneFS,...) cho | Chua co thong
CVE-2021-36280 e JERBIN n ~ A P
6 Dell phép d6i tuong tan cong thu thap thong | tin xac nhan va
CVE-2021-36279 | .. ~ .- . < Y
tin, truy cap trai phep, leo thang dac ban va
quyeén.
Nhom 06 16 héng trong thiét bi Cisco _
CVE-2021-34730 (Cisco Small Business,...) cho phép déi | P co thong tin
. CVE-2021-34715 , RN
7 Cisco tugng tan cong thyc thi ma tay y, tan | xac nhan va
CVE-2021-34716 Y
cong tir chéi dich vy, chiém quyén kiém ban va
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Thong ké nguy co, cac cudc

tan cong tai Viét Nam

Tdn cong DRDoS

Tuan vira qua tai Viét Nam, c6 rat

nhieu mdy cha, thict bi co thé tré' thanh et Bt e
nguon phat tan tan cong DRDoS. Trong
tudn c6 58,191 (ting so voi tudn trude - -
57,762) thiét bi c6 kha ning bi huy dong o

va tré thanh nguén tin cong DRDoS. Cac oy

thiét bi nay dang mé sir dung cac dich vu B e A
NTP (123), DNS (53), Chargen (19). Dudi S ey uigB®  Staup
day 1a biéu do thong ké thiét bi theo cong
dich vu phé bién trong tuan.

Tan cong Web

Théqg ké tan cong vao Trong tuan, c6 368 trudng hop tin cong
trang/cong thong tin dién tur

: vao trang/cong thong tin dién tir cua Viét
cua Viét Nam

Nam: 08 truong hop tn cong thay ddi giao

Cai mi doc 220 dién, 140 truong hop tan cong Lra dao
Lua déo (Phishing) [E4Qmmmm (Phishing), 220 truong hop tan cong cai cim
Thay doi giao dién 8 m3 déc.

TOP t6 chirc, dich vu bi gid mao

Tdn cong Phishing

Trén thé gié1 cd nhiéu céc trang
web gid mao céac td chirc, doanh nghiép,
nha cung cap, dich vu 16n nhu: Cac mang

xa hoi, ngan hang, thu dién tr .v.v... Viét

Nam c6 nhiéu nguoi ding cac dich vy, Gmg : .
. N f N . Danh sach IP/tén mién déc hgi c6 nhieu ket noi tir
dung nudc ngoai (ca mien phi va tinh phi) o

nhu cic mang x hoi, Paypment, Apple, ~ V'étNam
Paypal ..v.v... vi vy nguoi dung can phai differentia.ru a.asense.in
hét strc canh giac véi nhirng trang web gia disorderstatus.ru ww2.bbbjdnxbgp3.ru
. atomictrivia.ru a.deltaheavy.ru
mao d€ an trom tai khoan. morphed.ru sdk.asense.in
ydbnsrt.me soplifan.ru




Tan cong lira dao ngudi dung Viét Nam

Trong tuan di c6 87 phan 4anh truong hop lra ddo do ngudi dung Internet Viét Nam

thong bao vé Trung tAm Giam sat an toan khong gian mang qudc gia (NCSC) qua hé thong

tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng

hop lira ddo gia mao website ctia ngan hang, ltra dao lién quan dén COVID.....

Duéi ddy mot sd trudng hop dién hinh ngudi ding can nang cao tuong tu.

STT Website lira dao Ghi chu
1 https://n5.manycash.online//#/Index/Home Ltra dao cho vay online
2 https://21ak22.com/ V\!ebsite chuy ér\] phat tan phan
meém crack’co kém ransomware
_ . . Lira dao lay thdng tin ca nhan
3 https://garena.giaidauonline.vn/ cia gamer tir ma otp kich hoat
http://usename.biz/
http://newname.vqpclaaw.nethost-
4 4611.000nethost.com/ Gia mao website cua
http://newname.work/ Vietcombank
http://newname.asia/
http://newname.biz
5 https://mercedes-vietnam.com.vn/ Gia mao website Mercedes-benz
6 https://vn211.com/ Lira dao dau tu tién a0
; http://www.saigoncom.vip/ Website gia mao ngan hang
TMCP Sai Gon
8 https://tuoi-tre.com/ Trang Web gia mao béo Tuoi
Tré dang thong tin sai su that
9 https://haegin.net/ Gia mao trang Coupon cua Play
together
10 https://lienquanmobilefree.com/ Lira dao tal khOan_game lién
guan mobile
San giao dich lira dao, ding phan
11 https://tradevn.tech/ mém WInRAR crack anh huang
dén dai ly phan phdi & VN
. Trang web gia mao website Bao
12 http://ibongdanews.co/ Thé gioi va Viét Nam
13 https://muaho8.com/index/user/login.html Web ban hang lira dao
14 https://teslay.com/index/login/index Ltra da0 nap tién vao tai khoan



https://h5.manycash.online/#/Index/Home,
http://usename.biz/
http://newname.vqpclaaw.nethost-4611.000nethost.com/
http://newname.vqpclaaw.nethost-4611.000nethost.com/
http://newname.work/
http://newname.asia/

Khuyén nghi do6i véi

cac co quan, don vi

1. Béi voi cac nguy co, canh bao da duoc dé cap trong phan Tin canh bao Quy don
vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tn cong cua cac nhém
APT, thong tin 10C kém theo tirng chién dich, diém yéu 16 hong dang bi loi dung dé
khai thac,...), ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir
1y kip thoi.

***k

2. Péi véi cac diém yéu, 16 hong trong phan Nguy co tan cdng mang tir diém yéu
16 hong, Quy don vi can luu ¥ theo ddi va cap nhat ban va cho céc 15 hong lién quan
dén san pham dang sir dung. Ngoai ra, nhitng don vi da c6 tai khoan trén “Hé thong
Canh bao diém yéu va ra soat 16 hoéng bao mat ty dong” tai dia chi
https://service.khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang st
dung dé giam sat va nhan canh bao ngay khi c6 16 hong mai phat sinh.

***k

3. Bdi véi cac nguy co vé tan cong tir chéi dich vy, tin cong web trong phan Thong
ké nguy co, cac cudc tan cong tai Viét Nam, Quy don vi can ra soat, han ché téi da
viéc mé cac cong dich vu c6 thé bi loi dung dé thuc hién tan cong tir chdi dich vy,
thuong xuyén kiém tra, ra soat may chu web dé kip thoi phat hién va xu 1y nguy co
tan céng.

***k

4. Pbi véi cac IP/tén mién duge dé cap trong muc Danh sach IP/tén mién ddc hai
c6 nhiéu két ndi tir Viét Nam, Quy don vi can kiém tra va xir ly cac thiét bi trong
toan bo hé thong mang néu c6 dau hiéu két ndi dén cac tén mién doc hai ma Cuc
ATTT da chia sé.

*kx

Thong tin lién hé:
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